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Ensuring Matched Security in a High Availability En vironment 

by Carol Woodbury  
 
What’s the goal of a fail-over (or HA) system?  To have the contents of the database files and the 
system configuration match the primary system as closely as possible.  When do problems in the 
fail-over process arise?  When the systems don’t match.  Everyone thinks about the contents of the 
databases needing to be the same, but differences in the systems’ security configurations can also 
lead to fail-over difficulties.    

The SkyView Policy Minder and Risk Assessor products can eliminate the security configuration 
issues one might experience as a result of a fail-over  

·  Difficulties when the objects’ (files, libraries and directories) aren’t owned by the proper 
profile.   

·  Difficulties when user profiles aren’t configured with the same groups or special 
authorities.   

·  The authority failures that will occur if objects aren’t secured by the appropriate 
authorization list  

·  The data that becomes exposed when *PUBLIC authority isn’t set correctly.  

·  The inconsistencies that occur in the strength of passwords when security-related system 
values aren’t set the same as the primary system. 

·  And more 

 

Using Policy Minder  

To make the most effective use of Policy Minder in the HA environment, I recommend that you start 
by taking the Policy Minder option to “initialize policies” on the primary system.  This will bring in all 
of the system value settings, list of authorization lists, file shares, auto-start values of the TCP/IP 
servers and more and then establish the current values and settings as the policy settings for those 
categories.  Next, I recommend that you establish user profile templates to monitor the compliance 
of the user profile configurations.  You may wish to create templates for each group profile.  For 
example, you may want to make sure that everyone in the AR_GROUP has no special authorities, 
an initial program of AR_APP and do not have a default password.  Finally, you will want to create 
library and object templates to ensure that your application objects are owned by the right profile, 
have the desired *PUBLIC authority, authorization list and private authorities.      

Once you have initialized the policies and created your user, library and directory templates on the 
primary system, you can use these to ensure that your fail-over system’s security configuration 
matches your primary system’s security configuration.  To do this, sign on the fail-over system and 
take the Policy Minder option to “import policies.”  This Policy Minder feature allows you to import all 
or just one category, such as system values.  Once the policies are imported, run a compliance 
check for the categories you’ve imported.  Any security settings or values that are not the same as 
they were on the primary system – be it a user profile attribute, file owner, missing private authority 
or an object that isn’t secured by the right authorization list or a different auto-start value for your 
FTP server –  will be identified by running this compliance check.  All differences will show up as a 
“non-compliant” item.  After reviewing the differences that have been identified between the two 
systems’ security configurations, you can either adjust the configuration yourself or run FixIt which 
will change the settings for you.  The benefits of the FixIt feature of Policy Minder are that it is 
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automated and it keeps a record of what was changed, the command used to make the change and 
the previous setting.   

For instructions on running Policy Minder, see Appendix A. 

 

What can be discovered by importing policies from t he production system and running a 
compliance check on the fail-over system 

Let’s take a look at what information can be discovered by running a compliance check after 
importing policies from the primary system.   

Running a compliance check on the  

·  system value category will identify any security –relevant system values that are set to 
different values 

·  user profile templates will identify user profile attributes that do not match the user’s 
attributes on the primary system. 

o Note:  the easiest method to identify differences in all users is to import the 
*NOCHG user profile template which has been configured on the primary system to 
include all user profiles and for which at least one compliance check has been run 
on the primary system prior to importing to the fail-over system. 

o You can also compare the number of profiles defined in the template (the number 
is shown on the Work with Policy display once a compliance check has been run 
for the template.)  For example, the number of profiles on the two systems may not 
be exactly the same.  However, they should not differ widely.  If the *NOCHG 
template number varies more than 3-5% more investigation is required to make 
sure a significant issue does not exist. 

·  library, object and directory templates will identify differences in these objects’ ownership, 
authorization list, *PUBLIC and private authorities 

·  TCP/IP servers category will identify any differences in the auto-start and time-out values 

·  exit point category will identify any exit point program differences.  That is, if a program has 
been assigned to an exit point on the primary system but has not been assigned on the fail-
over system, this will be identified 

·  adopted authority, authorization lists, file shares, commands allowed to be run by a limited 
capability user, job description and user objects in QSYS categories will identify items that 
exist on the primary system but do not exist on the fail-over system or items that exist on 
the fail-over system but not on the primary system.  For example, if a program that adopts 
an application owner exists on the primary system, but not on the fail-over system, the 
adopted authority category will be identified as “out of compliance” when the compliance 
check is run on the fail-over system. 

·  command authority category will identify differences in the security settings of the 
commands defined in this category (initially CRTLIB, CRTDIR, MKDIR and STRTCPSVR 
along with any other commands you have added to this category on the primary system.) 
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How Risk Assessor Can Help Prepare for a Smooth Fai l-over 

Running Risk Assessor on both the primary and target systems also provides points of reference 
for system value settings, user profiles, libraries, directories and authorization lists, helping to 
prepare for and ensure a smooth fail-over in an HA environment. 

User profiles 

The User section of Risk Assessor SKYASSESS report lists the number of profiles on the system.  
Comparing these two values will give you a quick indication of any significant issues.  For example, 
if the numbers vary by several hundred (with the primary system having more than the fail-over 
system), it’s possible that user profile replication has been turned off.  A fail-over in this 
environment would mean that any users whose profiles were created recently wouldn’t have a 
profile on the fail-over system.  If the target system is significantly higher, it’s possible that user 
clean up is not occurring on the target system and failing over may mean that profiles that should 
not be active become active during the fail-over process.  Comparing the two systems’ QPSECUSR 
Risk Assessor reports, can provide a quick comparison point for user profiles’ group profile and 
special authority assignments. 

Libraries 

Comparing the list of libraries in the SKYLIBAUT report will provide in indication of whether the 
appropriate libraries are being replicated.  It is quite possible that not all of the libraries from the 
primary system will be replicated to the target system.  For example, backup or production 
installation libraries are often left out of the replication process.  But the major production 
application libraries should be replicated.  Comparing the two systems’ SKYLIBAUT report will give 
a quite indication of whether this is occurring. 

Directories 

Many write files into or take information out of the Integrated File System (IFS.)  These are often 
critical processes that support business processes such as payroll, benefits, bank transfers and 
credit card processing.  Failing over to a system whose directories aren’t set up to contain the files 
for these processes could result in a delay in getting these business processes working.  Reviewing 
the QPSECPVT Risk Assessor report will allow you to compare the directories created in the root 
directory to ensure the fail-over system supports all these IFS processes. 

Authorization lists 

The Object authority section of the Risk Assessor SKYASSESS document provides a list of the 
authorization lists on the system.  Since authorization lists are often used to secure application 
objects – especially files, it is critical that all of these authorization lists exist on the fail-over system 
so that data is not exposed and approved users continue to have access to data.  Comparing the 
two lists will give a quick indication of any issues with authorization lists existing on both systems.  
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Summary 

While a great deal of time is spent ensuring that applications’ data files are “in sync”, consideration 
also needs to be made to ensure the security configuration settings of the fail-over system match 
the primary system.  The SkyView Policy Minder and Risk Assessor products will help automate 
and document this process, helping to smooth the path towards a trouble-free fail-over. 

 
Carol Woodbury  is co-founder of SkyView Partners Inc, a firm specializing in security consulting, 
remediation services and security assessments, including the risk assessment product, SkyView 
Risk Assessor for OS/400 and i5/OS. Carol has over 15 years in the security industry, 10 of those 
working for IBM's Enterprise Server Group as the AS/400 Security Architect and Chief Engineering 
Manager of Security Technology. Carol's second book, Experts' Guide to OS/400 and i5/OS 
Security, is available at www.amazon.com .  
 
Carol can be reached at carol.woodbury@skyviewpartners.com 
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Appendix A 
Policy Minder 

 
Initializing Policies 
To begin using Policy Minder, you will want to initialize the policies.  You can do that by either 
taking Option 60 – Import policies or run the Import Policies (SKYVIEWPMP/IMPPOL) command. 
 
User Profile Templates 
How user profiles should be configured differs from organization to organization.  You ensure that 
your user profiles are configured the same on both the primary system and the fail-over system, 
you will want to define some user profile templates.     
 
Here’s an example to get you started: 
 

·  Begin by taking option 1 – Work with Policies - from the Policy Minder Main Menu.   
·  Take option 5 on the *USRPRF – User profile category 
·  One template - *NOCHG – is already defined.  (More on that later.) 
·  Press F6 to create a new template 
·  On the first screen you define what users are to be included in or omitted from the 

template.  Specify I to Include or O to Omit a user.  You can include or omit users using 
one of four “Categories”: 

o *USRPRF – name the user profile by name or specify *ALL to name all profiles or 
use a generic, such as SEC* to indicate all profiles beginning with the letters “SEC” 
are to be included or omitted in the template 

o *GRPPRF – name a group profile and all the members of that group will be 
included in or omitted from  the template 

o *USRCLS – name the user class *USER, *SYSOPR, *SECADM, or *SECOFR and 
all profiles that are in that class will be included in or omitted from the template 

o *SPCAUT – name a special authority and all profiles that have that special 
authority will be included in or omitted from the template. 

 
 

·  On the Create user profile template display: 
o specify the name of the template to be:  *AR 
o specify the description of the template:  Accounts Receivable Group 
o specify ‘I’ in the I/O field (to specify what users are to be included in the template), 

then ‘AR_GROUP’ in the Name field and *GRPPRF in the Type field.   
o press Enter twice 
o Here’s what the screen looks like: 
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Screen 1 – Creating the *AR user profile template 
 
 

·  The next screen allows you to define the user profile attributes that you want to ensure are 
always set for the users you just included in this template.  For this example, specify the 
following: 

o On screen 2 specify: 
�  *USER for the User class 
�  *NONE for Special authorities 

 
Screen 2 – Creating the *AR user profile template 
 
�  On screen 3 specify: 

o AR_APP for the Initial program 
o *SIGNOFF for the Initial menu 
o *SYSVAL for the Password expiration interval   
o *YES for Limited capabilities  

 
Screen 3 – creating the *SECOFR user profile template 
 
�  On screen 4 specify: 

o 60 for Maximum days not signed on (to ensure security officer profiles are 
removed on a timely basis if they are no longer active.) 

o *NODFT for the Password parameter (to ensure no security officer profiles 
have passwords the same as their profile name.) 
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Screen 3 – creating the *AR user profile template 
 
 

 
Screen 4 – creating the *AR user profile template 
 
�  Press Enter – you have just created a user profile template! 

 
Tips: 

�  If you don’t see the template you just created, press F5 to refresh.  If you still don’t see 
the template, try scrolling up.  The name of the template comes before the name of the 
current first template.  For example, if the first template you see is *PAYROLL and you 
have just created one called *HR you may have to roll up to see *HR because *HR 
comes before *PAYROLL in the alphabet. 

�  Once you run a compliance check the number of profiles that “belong” to this template 
will be generated and displayed on the Work with Policies – User Profiles display. 

�  Now you can import this template to the fail-over system, run a compliance check and 
any users in the AR_GROUP group profile whose attributes do not match the primary 
system’s configuration will be identified as being out of compliance on the fail-over 
system. 

*NOCHG template 
One template, *NOCHG, comes pre-defined with Policy Minder.  The intent of this template is to 
provide you with a method of knowing which profiles have had attributes changed since the last 
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compliance check for this template.  The initial value is set to *NONE, meaning that no profiles are 
checked.  However, you may want to change this value to *ALL.  The first compliance check you 
run on this template, all profiles will be in compliance.  However, if five profiles have had 
modifications (a group profile was added, their initial program changed, special authorities added or 
removed, etc) those five profiles will be identified as being out of compliance when the next 
compliance check is run.   
 
After importing the *NOCHG template to the fail-over system and running a compliance check on 
the *NOCHG template, any differences in the user profiles’ settings from the primary system will 
cause the profile on the fail-over system to be out of compliance. 
 
 
Library Templates 
The library templates you create will depend on the applications you have on your system and their 
configuration settings.  You can create very complex templates that define your entire application 
security scheme across multiple applications or you can be very simple and create one template 
that will allow you to ensure that the file containing payroll information remains secured the way you 
want it.  The key is to create the templates necessary to ensure that the applications on your fail-
over system are configured the same as they are on the primary system.  This example shows how 
to create a policy for an HR application.       
 

 
1. For our HR application example, the following security configuration applies:   

a. Library owner should be HRAPPOWN 
b. Public authority should be *EXCLUDE 
c. The following profiles should have private authorities 

i. HRGROUP    *USE 
ii. PAYAPP        *USE 

 
2. Take option 1= Work with policies from the Policy Minder main menu 
3. Type 5=Next Level next to the *LIBAUT category 

 
 
 
4. Type 5-Next level next to the *LIBAUT category 
5. On the Work with Policies – Library Authorities screen, press F6 to create a new template 
6. Type in the name of your application template.  Our name will be HRLIB 
7. Provide a description of the template.  It is best to make this a meaningful description.  Our 

description will be HR application policy – libraries 
8. Specify what libraries should be included in this template.  See the next Figure for what our 
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screen looks like so far: 

 
Defining which libraries to Include in or Omit from the HR application template 

 
 

9. Press Enter … twice ! 
10. Now we are going to specify the attributes we want to monitor so we’re going to specify the 

following: 
a. HRAPPOWN in the Owner parameter 
b. *EXCLUDE for Public authority 
c. Under the private authority heading, an entry for HRGROUP *USE and PAYAPP 

*USE.  Here is what that looks like: 
 

 
11. Defining the attributes of your HR libraries you want to monitor 
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12. Tip:   The value “*ANY” means that when a compliance check is run against this template, 
“any” value for the attribute will do.  In other words, the compliance check will never identify 
this attribute as being out of compliance because no specific value was specified in the 
policy.  So for the attributes where it doesn’t matter that they match on the primary and fail-
over systems, you can leave the value as the default of “*ANY.” 

13. Press Enter 
14. Now if you only want to compare the library’s security configuration settings you are done 

defining your library policy template.  However, many of you have requirements to ensure 
that specific object types, such as all files, or a specific file, such as ones containing HR 
information are secured in a specific way.  If that’s the case, you are not done! 

15. If you are done, press Enter.  Otherwise, press F6 to create one or more templates for the 
objects in your library template.    

16. Type in the name of your object template.  Our name will be FILES 
17. Provide a description of the template.  Our description will be HR file policy 
18. Specify what objects should be included in this template.  We want all physical files 

included in this template so we specified: 
19. *ALL for the name (this will include all objects of the specified type) 
20. *FILE for the type (this is the object type) 
21. PF for the Attribute (if you leave this blank all types of files will be included) 
22. Nothing for the Library (if you leave this blank, then all of the libraries included in this 

template will be searched for instances of this object.  So in our case, all libraries beginning 
with HR* will be searched for physical files.  If you only want one library searched, specify 
the library name in the Library field.) 

23. See the next Figure for what our screen looks like so far: 
 

 
Define what objects – in this case – files are to be included in the FILES template. 
 

 
24. Press Enter – twice! 
25. On the next screen (Create Object Templates), we are going to specify: 

a. HR_AUTL in the Authorization list parameter 
b. *AUTL for the Public authority (because the *PUBLIC authority of the files is 

supposed to come from the authorization list.) 
c. *NONE for the Private authorities 
d. Here’s how that would look: 
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Specifying the attributes of the object template 

 
26. Tip:   Any attribute whose value is *LIB*, such as *LIBOWN or *LIBOWNA, that means that 

the corresponding value of the library is used when a compliance check is run. 
 

27. Hit Enter … twice 
28. You will now see the following screen.  If you wish to create more object templates, press 

F6 to create those now.  Otherwise, press Enter to complete the creation of the library and 
object templates. 

 

 
Object template *FILES is now created.  Press Enter to continue 

 
You have now created a library template for the HR libraries and a file template for the physical files 
within those libraries.  Now you can import these templates from the primary system to the fail-over 
system and run a compliance check.  Any security configuration settings of the objects in this 
application that are different on the fail-over system than are defined in these templates will be 
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identified as being out of compliance. 
 
Importing Policies from a Primary System 
If you have more than one system in your organization, you will find the “Import Policy” function 
quite useful.  Once you have defined your policies on your primary system, you can use the import 
policy function to import the policies to the fail-over system and compare the two systems’ security 
configurations by running a compliance check on the imported policies. 
 
To use the import policy function, sign on to the fail-over system and take option 61 from Policy 
Minder’s Main Menu.  You will see the following screen: 

 
 
From this screen you specify 

·  which categories you wish to import from the primary system.  All policies – including user 
profile, library and directory authority templates can be imported.  

·  the name of the primary  system using the “Remote System” parameter. 
·  a user profile that has at least *ALLOBJ special authority on the primary system using the 

“Remote user ID parameter. 
 
Notes:    

·  Any policies defined on the fail-over system will be over-laid if the category to which they 
belong is imported!  For example, if you have defined a library authority template on the 
fail-over system and you import the library authority category from the primary system, the 
fail-over system’s library authority template will be wiped out. 

·  You must have Policy Minder installed and licensed on both the primary and fail-over 
systems before you can use the import policy function. 
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Running a Compliance Check 
There are three ways to run a compliance check.   

1. Take option 10 – Check compliance from the Policy Minder Main menu 
2. Take option 2 – Work with compliance form the Policy Minder Main menu then specify 

13=Check compliance on the category or template for which you wish to check compliance 
3. Run the Check Compliance (SKYVIEWPMP/CHECK) command.  

 
 
FixIt 
Using FixIt 
If non-compliant items are identified by a compliance check – in other words, there are differences 
in the security configuration of your fail-over system as compared to your primary system – you 
may choose to use FixIt to change the settings to match.  
 
You must first run a compliance check to identify the items that are not in compliance. Looking at 
the compliance report that shows the non-compliant items will tell you what will be changed.  Then 
you must configure FixIt to run on the category.  To configure FixIt, take option 1=Work with 
Policies from the Policy Minder Main menu then take option 15=Enable FixIt on the category on 
which you want to run FixIt. 
 
Running FixIt 
Three methods are available for running FixIt once it has been configured for a template or 
category and after a compliance check has been completed.  (Don’t forget, a compliance check 
must be run before FixIt is run!)   

·  Take Option 2 – Work with Compliance, from the Main menu and then run 15=FixIt for the 
specific Category or Template 

·  Take Option 11 -  FixIt and specify the categories for which you want to run FixIt 
·  Run the FIXIT command.  This command can be run interactively or scheduled using your 

favorite job scheduler. 
 
 
�  More information and more examples of how to use Policy Minder including template creation 
and command documentation can be found in the SkyView Policy Minder manual, available when 
you upload Policy Minder to the iSeries or after logging in to the SkyView Partners website at 
www.skyviewpartners.com .  
 
 
 

Risk Assessor 
 
Running Risk Assessor 
After installing Risk Assessor, run the SKYVIEWRAP/SKYASSESS command to run an 
assessment. 


